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HIGHLIGHTS TONG QUAN

e Giai phap Security Operation Center (SOC) Viettel vSOC cung cip giai phap giam sat va xtr ly cac médi de doa vé an ninh

dugc xdy dung dya trén nén tang Open XDR thdng tin tap trung. Giai phap gilp cac td chic ¢ thé nhanh chéng phat hién va

(Open eXtended Dectection and Response). ., L. Z. s s 2. . ,
phan tng vaéi cac moi de doa bao mat, giam thiéu rii ro, nguy co trudc va sau Cac

Nextgen
SIEM

Viettel IDC cung cép t6i khach hang dich vu giam sat Viettel VSOC 24/7 trén

e Phat hién, phan tich, ngan chan, phan ng, .
diéu tra truy vét vai cdc mdi de doa an ninh cuoc tan cong mang.

thong tin trén mot nén tang duy nhat.

e HO trg mo hinh multi-site, nhiéu chi nhanh tai
nhiéu vi tri dia ly khac nhau

e HO tro da dang cac mé hinh trién khai: On
Premise, Cloud, Hybrid.

e M4 hinh Cloud cung cép téi khach hang dich
vu SOC 24/7 tin cdy, chuyén nghiép.

Case
Management

e Dé dang tich hop véi ha tang mang hién tai
cta khach hang va cac giai phap cua cac bén
tha 3

e Linh hoat trong diéu chinh, mé& réng quy md
trién khai

e Giai phap bdo méat toan dién véi chi phi téi uu,
phu hop véi khad ndng va nhu cau cia nhiéu
khach hang.

e Dich vu gidm sat va phan &ng sy c¢é an ninh
théng tin véi doi ngli chuyén gia bao mat

hang dau cda Viettel nén tang Cloud. Poi ngii chuyén gia ciia Viettel s& hd trg dam bao an ninh théng

tin toan dién dé khach hang co thé tap trung vao céc nghiép vu san xuat, kinh

doanh.

\:’;SVELL/\R Starlight Yoo Dashboard  Collect  Detect  Investigate  Respond  Configure  Admin
TTats Command Caster

Q Nory

MLIDS TRAFFIC ANOMALIES MALWARE DETECTION
0/0/166k 6 /269 0/0/1

Current Top Suspect Internal Hosts 25 Top Security Events 100

Servorty

19216819 1y | & Vileorsbiinie(s) | Panceamic DNS Tunneling Anomaly |97 Scere | O

5 0 0 0 0 Aopication y Soce
N " " o P > . Owt 1P
See T o~ Ot Tyoe

i . Se0 Mot 1 108 Dst Host
See User Ot User
$e0 Reputation Ot Reputation
~ oo Cty Ost Gy
192.168.11.11 ©8  Panoramic Sre Comtry re Ot Country

DNS Tunneling Ancmaly | 97 Sooe | ©

Torwet ot %org Usernams

FOUND ASSETS
325

DAILY DATA INGESTED
2598/100

Aopination y tener
Sow



TINH NANG
Giai phap SOC giam sat toan dién

Cung cap day du thanh phan, chiic ning ctia Trung tim Piéu
hanh An ninh mang — SOC bao gom: Con ngudi, Quy trinh va
Cong nghé.

HG tro thu thap, giam sat va phan tich dit liéu tir nhiéu moi trudng
va nén tang khac nhau: Application, Endpoint, Network, Multi-
Cloud.

H& tro md hinh multi-site, cho phép trién khai voi cac khach
hang c6 nhiéu vin phong, chi nhanh tai nhiéu dia diém dia ly

khac nhau

Sir dung nén tang Open XDR hién dai

Cung cap day du, da dang céc cong cu phan tich an ninh bao mat

trén mot nén tang Open XDR duy nhat: NG SIEM, NDR, ML-

IDS, APT SANDBOX, NTA, UEBA, SOAR, SIEM, CASE

MANAGEMENT, MULTI TENANCY, THREAT

INTELLIGENCE

Hop nhat cac buéc thu thap, phét hién, phan tich, phan tmg, ngin

chin, diéu tra truy vét trén mot giao dién tap trung duy nhat:

= Thu thap vaxa ly thong tin: thu thap thong tin tir nhiéu nguon
khac nhau (Network traffic, log server, log tir thiét bi mang,
moi truong ao hoa public/private cloud, container), chuyén
ddi dir lieu thanh metadata, kién tric hoa lai dudi dang
Interflow, lam sach, lam giau dr liéu béng threat
Intelligence, geo location, tuong quan di ligu...

= Phan tich, phat hién: st dung Al, Threat Intelligence, IDS,
SANDBOX, UEBA, anti-Phishing, Deception, NTA...

= Piéu tra: Bang Threat hunting (manually hoic ty dong), tao
ra cac query vai nhiéu diéu kién loc khac nhau. ..

= Phan &ng, ngin chin: Dung module SOAR dé phan ung lai
mdi de doa mot cach tu dong (gui thong tin dén firewall,

Endpoint dé block cudc tan cdng, giri email, tao ticket...).

Nang cao kha niing bao mat caa hé théng

Cung cap, bd xung day du cac cdng cu bao mat ma mot hé théng
bao mat mang can co.

Giam thoi gian phéat hién trung binh (MTTD) va thoi gian phan
g trung binh (MTTR) dbi véi cac mdi de doa

C6 kha nang phat hién va phan (ing véi cac cudc tan cong co chi
dich APT

Thu thap, tich hop dir liéu lién quan dé nhanh hon phan tich sy
¢6 chinh xac hon

Ap dung Big Data va Machine Learning phét hién cac nguy co

phirc tap tir sém va nang cao kha ning hé thdng theo thoi gian

Pon gian hoa thao tac van hanh va khai thac hé théng

e Giai phap cung cap giao dién web than thién, d& sir dung, c6 kha

nang tiiy chinh bang Tiéng Viét

Cung cip kha ning ty dong héa cho céc tac vu lap di lap lai, tu
doéng canh bao, tu dong bao cao

H3 tro nhiéu loai biéu d6, hinh anh d6 hoa tryc quan

Pon gian hda qué trinh giam sat, phan tich: ho tro tu dong xir ly
dua trén nén tang hop nhat, giam sé luong log va canh bao, dua

ra huéng dan va tham chiéu cho cac truong hop xir Iy cu thé

D& dang trién khai, tich hgp, thir nghiém

e Hb tro, twong thich nhiéu md hinh trién khai khac nhau: On-

Premise, Cloud, Hybrid

D& dang tich hop véi ha tang hién tai cua khach hang

H0 tro tich hop giai phap cua cac hang tha 3 thong qua API mé.
Tich hop 2 chiéu véi 100% céc hang firewall, giri phan tng tu

dong xudng firewall dé ngay lap tirc ngan chan

e Linh hoat trong viéc diéu chinh, ma rong quy mo st dung
Dich vu giam sat va xir Iy sw c6 an ninh thdng tin chuyén nghiép

e Hé théng 16i duogc dit trén hé thong cloud caa Viettel IDC, dam

bao cac yéu té vé tinh san sang, hiéu nang, toc do truy cap, bao
mat thong tin

Giam sét, phan hoi va ang ctiiu sy ¢o 24/7

Cung cép dich vu diéu tra, truy vét su ¢b an toan thdng tin.

Tu van, dua ra cac khuyén nghi dé nang cao kha ning bao mat
hé théng khach hang

H& tro day du nhan su, chuyén gia ¢ tirng SOC tier véi nhiéu
nam kinh nghiém va c6 ching chi uy tin.

Béo cao Vé cac nguy co Threat Intelligence va An toan thong tin



MO HINH TRIEN KHAI
Thanh phan trong hé thong
e Hé thdng phan tich va phan tng ATTT - Open XDR tap trung dugc dat tai Cloud cua Viettel c6 nhiém vu phan tich théng tin tap trung, cau
hinh quan tri hé théng va cap nhat cac thdng tin tinh bao méi de doa méi nhét.
e Khéch hang s& duoc cung cip account dé login vao giao dién quan tri va xem dugc toan bo cac canh bao xay ra trén hé théng cua minh
e Hé théng cac sensor tai site khach hang: C6 nhiém vu thu thap, phan tich, twong quan cac ngudn di liéu, kién tric héa vé dang metadata
JSON dé day vé trung tam qua dudng ma héa HTTPS
e Phan mém Sensor Agent cai dit tai cac Server Windows /Linux cua khach hang: Cung cip kha ning giam sat cac tién trinh, tinh toan ven
cua file cling nhu phat hién cac hoat dong bat thuang trén server

e Cung cap API tich hop véi cac ting dung va giai phap khac.

Cé4ch thikc hoat ddng giao tiép giira Sensor va b xir ly tap trung

e Nguoi quan tri truy cap giao dién quan tri tap trung dé gidm sat truc tiép cac canh béo trén hé thong cia minh qua két ndi Internet st dung
SSL/TLS.

o Agent sensor duoc cai trén cac Server Windows/Linux cua khach hang. Sau khi cai Agent, server s& day dir liéu vé hé théng phan tich va
phan atng ATTT — Open XDR tap trung

e Thiét bi Sensor sé& thu thap céc dir liéu sau:
= Dir liéu Network traffic tai tat ca cac phan doan mang bang cach SPAN/mirror port tir Switch
= Dit liéu syslog tir cac hé théng bao mat caa khach hang nhu Firewall, IPS, WAF, DDOS, Endpoint Security...vv
= Pay céc tin hiéu xudng cac hé théng bao mat hién c6 cua khach hang nhu firewall, AD, switch dé ngan chin kip thdi cac cudc tan cong.

e Hé thdng phan tich va phan tng ATTT - Open XDR tap trung s& quan ly toan bo cac agent va sensor. Cé thé cau hinh, cap nhat OS hoac
reboot tir xa dén sensor

Erfbare el OPEN XDR PLATFORM
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DICH VU VSOC QUA HA TANG CLOUD CUA VIETTEL IDC
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gom cac chuyén gia bao mat giau kinh
nghiém, chiu trach nhiém theo d6i, phan tich,

trng ph6 su ¢ an ninh mang bang cach két

hop cac giai phap céng nghé va quy trinh

danh gia nham dam bam an toan cho t6 chuc.
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Viettel VSOC: Dich vu Virtual SOC ma
Viettel IDC cung cép t6i khach hang qua ha

Stellar)\gent

tang Cloud. Cung cap day du thanh phan,

chte ning cia Trung tam Diéu hanh An ninh

mang — SOC bao gém: Con ngudi, Quy trinh

va Cong nghé KHACH HANG 1 | KHACH HANG 2| |KHACH HANG 3 | KHACH HANG N

, CONNGUOI
/ e Giam sat lién tuc 24/07/365
e Bao tri, phong ngtra, va trién khai hé thong
e C0 3 Tier SOC Team
=  Tier 1:
> Giam sat, phan tich, phan loai su c6,xur 1y, ngan chan, loai bo cac
mdi de doai, giri canh bao cho khéach hang
>  Gui béo céo téng hop tuan/thang/quy
= Tier2
> Khéch hang: thuc hién kiém tra, xt ly théng tin canh bao tir IDC.
> IDC: Phan tich, xir ly cac su ¢ Tier 1 khong xir 1y duoc, tao Rule
theo yéu cau cua KH
= Tier 3: Phan tich chuyén sau sy c6 ATTT, dua ra bao cdo.
» Diéu tra nang cao
" Quy trinh:
e Quy trinh giam sat, quan ly su ¢6

Quy trinh cai tién lién tuc

Chinh sach do ludng hiéu suat, chat lugng (SLA)

Threat Analiysis

Vulnerrability Management

---4 COng nghé:

e Cung cap giai phap SOC trén nén tang Open XDR
e Hé thong 16i duoc cai dat trén ha tang Cloud cua Viettel IDC

Inﬁnt FTA  logsParser NTA SOAR e Khach hang dwoc cung cép giao dién vSOC dé khai thac va van hanh vai

9 day du céac chirc nang
Ticket

Management
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TAI SAO CHON VIETTEL IDC?

Ha ting chuan Quéc té

Ha tang duoc dit tai cAc Trung tam dit liéu cua Viettel IDC dat chuan TIA-942 Rated 3 Constructed Level, cac chung chi quéc té 1SO 9001:
2015, 50001: 2018, cac chung chi vé bao mat, an toan thong tin: 1ISO 27001: 2013, 27017:2015 (chuyén cho céc dich vu Cloud) va PCI DSS dam
bao dap tng cac tiéu chi khat khe nhat vé ha tang, chat luong dich vu va an toan, bao mat thdng tin.

Cong nghé hién dai, phu hgp xu thé

Viettel IDC cam két &p dung nhitng cdng nghé hién dai, tot nhat cho Khach hang. Vi Viettel VSOC ching tdi trién khai cac cong nghé méi
trong linh vuc gidm sat, phét hién, canh b4o sém su ¢6 an toan thong tin.

Trién khai nhanh chéng

Puoc thiét ké véi ha ting sdn sang kha ning cung cap tai nguyén phuc vu khach hang nén viéc trién khai duoc thuc hién nhanh chong. Két hop
v6i d6i ngii chuyén gia nhiéu nim kinh nghiém di trién khai cho nhiéu khach hang nén thoi gian trién khai dwoc rat ngan, téi wu.

Quan tri don gian

Giao dién quan tri truc quan, don gian nhung hiéu qua trong viéc khai thac va sir dung Viettel VSOC. Piéu nay gilp khach hang téi wu hoa cac
cong cu quan ly, gilp viéc quan trj tré nén dé dang.

Chi phi hgp ly

Str dung Viettel VSOC gidp giam thiéu ngan sach dau tu bang viéc thué ha tang, nhan sy hd tro van hanh va khai thac hé théng.

D0i ngii chuyén gia va ky sw giau kinh nghiém

Doi ngii hd tro ky thuat 24/7 cling 16p k¥ su, chuyén gia giau kinh nghiém gilp giai quyét cac giam sét va xir Iy cac sy ¢6 an ninh thong tin cua

Khach hang mét cach toan dién.
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